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DETAILED ACTION 

Claims 1-8 are pending. 

Response to Arguments 

Applicant's arguments filed 06/18/2008 have been fully considered but they are 
not persuasive. 

Regarding claims 1 and 5: 

Examiner respectfully disagrees with applicant regarding the arguments to claims 
1 and 5. In response to applicant's argument that the references fail to show certain 
features of applicant's invention, it is noted that the features upon which applicant relies 
(i.e., the encryption key is not stored in the cache memory) are not recited in the 
rejected claim(s). Although the claims are interpreted in light of the specification, 
limitations from the specification are not read into the claims. See In re Van Geuns, 988 
F.2d 1 181 , 26 USPQ2d 1057 (Fed. Cir. 1993). The claim specifically states that each 
cache line having a secret protection attribute holding section for storing an actual 
encryption key, but does not state that the key is located in a physical location in the 
cache memory. Hashimoto discloses a secret protection attribute holding section in the 
key value table [paragraphs 127 and 102]. 

Regarding claims 2-4 and 6-8: 

Examiner respectfully disagrees with applicant regarding the arguments to claims 
2, 3, 6 and 7. It is true that Hashimoto compares the identifiers and Hashimoto 
discloses the comparing of keys via the comparing of the identifiers. The identifiers are 
used to point to individual keys, therefore if the identifiers are different, then the keys 
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themselves must also be different [paragraph 127]. Paragraph 102 discloses that the 
data key identifier is used to find the key to encrypt the data that is being sent to 
memory. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1-8 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Hashimoto et al. (JP02002232417A; hereafter Hashimoto). 
Regarding claims 1 and 5: 

Hashimoto discloses tamper resistant microprocessor and data access control 
method that executes a plurality of programs in parallel under a multi-task programming 
environment, comprising: 

a decryption unit configured to read out an execution code or data of one of a 
plurality of encrypted programs and decrypt the execution code or data by using a 
prescribed encryption key corresponding to the read-out encrypted program, according 
to a decryption request from a cache memory control unit [paragraph 16, 1st decoding 
means decrypts an instruction key read by a 1st reading means (a cache read) using a 
secret key; paragraph 19, cryptographic stage acquires decode key corresponding from 
1st table in reading and writing with cache memory and external memory based on tag 
values shown from cache memory]; 



Application/Control Number: 10/754,571 Page 4 

Art Unit: 2139 

a cache memory configured to store the execution code or data decrypted by the 
decryption unit into one of cache lines provided in the cache memory, each cache line 
having a secret protection attribute holding section for storing an actual encryption key 
used in decrypting the execution code or data, the execution code or data stored in the 
cache memory remaining even after each program terminates [paragraphs 43-45 the 
cache tag is performing access control of the confidential information of the process on 
cache memory; the encryption key at the time of certain cache data is determined by 
the encryption attribute tag]; and 

the cache memory control unit configured to process a reading request for the 
execution code or data to be acquired from the decryption unit or the cache memory 
such that, if the execution code or data exists in the cache memory and the actual 
encryption key stored in the secret protection attribute holding section of a cache line 
that stores the existent execution code or data is identical with the prescribed key 
corresponding to a program that issues the reading request, the execution code or data 
in the cache memory is read out, and if the execution code or data does not exist in the 
cache memory or the actual encryption key is not identical with the prescribed key, the 
execution code or data is read out from an external memory device [paragraph 50, if the 
cache tag consists of an attribute of an address and others is outputted and a tag is in 
agreement, a command will be outputted to the processor; paragraph 72, when cache 
does not hit, address information is sent to the command decoding processing part, 
reads and decrypts an enciphered program from external memory]. 

Regarding claims 2 and 6: 
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Hashimoto discloses the tamper resistant microprocessor and data access 
control method of claims 1 and 4, further comprising: 

a key value register configured to store the prescribed encryption key, which is 
updated at an occasion of executing each encrypted program [paragraphs 80-82, the 
decrypted cache line to instruction cache read is stored in an entry with an instruction 
cache, the tag containing an effective key identifier will be written in the tag area]; 

wherein the cache memory control unit judges whether the actual encryption key 
stored in the secret protection attribute holding section of a cache line that stores the 
existent execution code or data is identical with the prescribed key stored in the key 
value register [paragraphs 80-82, the cache is checked for a dirty bit which would 
indicate that the cache line needs to be replaced]. 

Regarding claims 3 and 7: 

Hashimoto discloses the tamper resistant microprocessor and data access 
control method of claims 2 and 6, wherein the cache memory stores data decrypted by 
the decryption unit, and the cache memory control unit writes a processing result of the 
data into the cache memory, while storing the prescribed encryption key stored in the 
key value register into the secret protection attribute holding section of a cache line for 
the data [paragraph 80, the decrypted cache line to instruction cache read is stored in 
an entry with an instruction cache, the tag containing an effective key identifier will be 
written in the tag area]. 

Regarding claims 4 and 8: 
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Hashimoto discloses the tamper resistant microprocessor and data access 
control method of claims 1 and 5, wherein the cache memory stores data decrypted by 
the decryption unit, and the cache memory control unit encrypts a processing result of 
the data by using the actual encryption key stored in the secret protection attribute 
holding section of a cache line for the data, and writes encrypted data into the external 
memory device [paragraph 82, data is returned to main memory by external memory 
(enciphered with a common key)]. 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to JAMES TURCHEN whose telephone number is 
(571)270-1378. The examiner can normally be reached on MTWRF 7:30-5:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kristine Kincaid can be reached on (571)272-4063. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

JRT 

/Kristine Kincaid/ 

Supervisory Patent Examiner, Art Unit 2139 



